Abstract-Internet of Things (IoTs) are internet computing devices which are connected to everyday objects that can receive and transmit data intelligently. IoTs allow human to interact and control everyday objects wirelessly to provide more convenience in their lifestyle. The Raspberry Pi is a small, lightweight and cheap single board computer that can fit on human's palm. Security plays a big role in a home. People concern about security by preventing any intruders to enter their home. This is to prevent loss of privacy and assets. The closed-circuit television (CCTV) is one of the device used to monitor the secured area for any intruders. The use of traditional CCTV to monitor the secured area have three limitations, which are requiring a huge volume of storage to store all the videos regardless there are intruders or not, does not notify the users immediately when there are motions detected, and users must always check the CCTV recorded videos regularly to identity any intruders. Therefore, a smart surveillance monitoring system is proposed to solve this problem by detecting intruders and capturing image of the intruder. Notifications will also be sent to the user immediately when motions are detected. This smart surveillance monitoring system only store the images of the intruders that triggered the motion sensor, making this system uses significantly less storage space. The proposed Raspberry Pi is connected with a passive infrared (PIR) motion sensor, a webcam and internet connection, the whole device can be configured to carry out the surveillance tasks. The objectives of this project are to design, implement and test the surveillance system using the Raspberry Pi. This proposed surveillance system provides the user with live stream of video feed for the user. Whenever a motion is detected by the PIR motion sensor, the web camera may capture an image of the intruder and alert the users (owners) through Short Message Service (SMS) and email notifications. The methodology used to develop this system is by using the object-oriented analysis and design (OOAD) model.
I. INTRODUCTION
The Raspberry Pi is a small, lightweight and cheap single board computer that fit on human's palm. The board comes with USB ports, a HDMI port, an Ethernet port, processor, RAM, storage (microSD card), GPIO (General Purpose Input Output) pins and an audio output jack [1] [2] . The Raspberry Pi is a working computer or laptop, but very small in size. This device is suitable to apply and create Internet of Things (IoT) due to the sufficient capabilities and performance of it [3] . Therefore, this project will propose a smart surveillance monitoring system using the Raspberry Pi that will monitor an area. It can detect motion and sends notifications to the user through SMS and Email. The image of the intruder is captured as well when the motion sensor is triggered. The objectives of this project are:
• To design a surveillance system using the Raspberry Pi.
• To implement the surveillance system using the Raspberry Pi.
• To test the surveillance system using the Raspberry Pi.
The scope of this project is that this proposed surveillance system support for only a single user, which is the owner of the home. This proposed system is suitable to provide surveillance for a room, preferably the entrance door. The surveillance system using the Raspberry Pi is developed to fulfil all the required modules. There are five modules as shown in Table 1 . 
II. LITERATURE REVIEW
The literature review is discussed in this section. The literature reviews include the Raspberry Pi, Motion Detector Technology, Python Programming Language, Closed-Circuit Television (CCTV) and the comparison between existing Closed-Circuit Television (CCTV) system and proposed Raspberry Pi surveillance system.
A. Raspberry Pi
The Raspberry Pi was created in the United Kingdom by Raspberry Pi Foundation [4] . The aim of creating the Raspberry Pi is to encourage education relating with computer science for the developing countries where computer exposure is very limited. Raspbian is one of the operating system for the Raspberry Pi. Raspbian which is one of the Linux distributions with Debian-based. The Raspberry Pi can be added with accessories to increase the functionalities. For example, a camera board, Gertboard and HAT (Hardware Attached on Top). The camera board has a design of a flexible flat cable (FFC) that is used to plug into the provided camera interface slot on the Raspberry Pi board [5] . The camera interface can be found in between the HDMI ports and the Ethernet port. The camera board can produce up to 1080p video. Gertboard is a device that expands the default GPIO pins on the Raspberry Pi. The Gertboard can be used to control LEDs, sensors, analog signals, and switches as well. The HAT expansion boards are also another powerful accessory for the Raspberry Pi. The most popular HAT is the Sense HAT. The Sense HAT attaches on the Raspberry Pi using the 40 GPIO pins. The Sense HAT have the orientation, pressure, humidity and temperature sensors [6] . Sense HAT has 8x8 LED Matrix that enables the user to display data from the sensor. The Raspberry Pi can support many programming languages, such as Scratch, HTML5, JavaScript, jQuery, Java, C, C++, Perl, and Erlang [7] . In this proposed smart indoor home surveillance system, the Raspberry Pi 3 Model B is used to develop the surveillance system. This generation of Raspberry Pi was released in February 2016. The Raspberry Pi 3 Model B and the digital layout is as shown in Figure 1 . Pi 3 Model B [9] Based on Figure 1 , the Raspberry Pi 3 Model B have the CPU speed between the range of 700 MHz to 1.2GHz. The on-board RAM is at 1 GB. The Raspberry Pi 3 Model B uses microSD card as the main storage for the operating system and programs. The Raspberry Pi 3 Model B also has 4 USB 2.0 slots for connecting keyboard or mouse, HDMI output to display the Raspberry Pi to a display monitor, an audio jack in 3.5mm for audio output, Wi-Fi 802.11n for wireless internet connectivity, built-in Bluetooth function for wireless hardware connectivity, and the 8P8C Ethernet port for wired internet connectivity. The presence of the 8P8C Ethernet port on the Raspberry Pi 3 Model B is to enable users to use wired internet connection if Wi-Fi is not preferable to the user. There are 40 populated GPIO pins on the Raspberry Pi 3 Model B. The Raspberry Pi 3 Model B consists of 26 digital inputs or outputs pins and the remaining 14 pins are used for supplying power to peripheral devices.
B. Motion Detector Technology
Motion detector or sensor spots moving objects, are used for detecting humans' motions. Motion detectors can be used widely for security purposes that monitors a specific location for unauthorized access. Motion detector also plays a big role in the security such as a burglar alarm. For example, when the motion detector is triggered, a security camera is activated to capture a video footage or image of the intruded area and notify the users. The proposed system uses a Passive Infrared (PIR) motion detector which works by reacting to the changes of infrared energy level, caused by objects such as human's and animal's movement [10] .
C. Python (Programming Language)
This programming language also requires user to implement lower quantity of code lines to execute coding concepts compared to languages such as C++ and Java [11] . Python supports object-oriented, imperative, functional programming and procedural styles, together with automatic memory management as well. This makes Python is suitable to be used to develop the proposed Raspberry Pi Surveillance System. The developer of Python programming language is the Python Software Foundation and the license is also provided by the same foundation. The Python Software Foundation is an independent non-profit organization that holds the copyright on Python versions 2.1 and newer. The creation of Python is mainly influenced and inspired from other programming languages like C, C++, Java, Perl, and Lisp.
D. Closed-Circuit Television
The closed-circuit television or CCTV is considered as a video surveillance [12] . The CCTV transmit signals to a place such as a CCTV control room by using the video camera devices. CCTV's signal is not openly transmitted. The CCTV is widely used on various areas such as military secure areas, banks, casinos, hotels, airports, schools, hospitals, restaurants, convenience stores and many more. The other specialized usage of CCTV is at the industrial plants. This is where the CCTV is installed at locations where locations are not suitable for humans' presence such as radioactive exposed places. The human can monitor the location from the central CCTV control room. the basic mechanisms of CCTVs are discussed in Table 2 . 
Mechanism Description
Deterrence This is where the criminals are conscious of the presence of CCTV. They may assess the risk of doing crime in this location
Efficient Deployment
To enable users monitoring a location to determine whether law officers support is needed Self-Discipline
•
Potential victims-Victims are reminded that potential crimes might happen on locations with CCTVs, making them be extra cautious • Potential criminals-create the feeling of fear to criminals as their crimes might be recorded
Capable guardian
The 'Routine Activity Theory' (Cohen and Felson,1979) said that crimes must have a motivated criminal, a fitting target, and absence of a capable guardian. Therefore, CCTV as a capable guardian may reduce criminal activities
Detection
To capture images/videos of criminals where crimes happen to use as a proof
The CCTV system requires a collection of hardware devices such as cameras, Digital Video Recorder (DVR) Unit, local monitor, network router, and remote devices. Figure 2 shows the connections between the devices in a CCTV system. Fig. 2 Connectivity between devices in a CCTV system [14, 15] From the DVR Unit, users can view the recorded the video footage from a local display monitor. The display monitor should be connected to the DVR Unit using coaxial cable as well. Users also able to view the recorded video footage remotely. This can be done by connecting the DVR Unit to a network router using the CAT5 cable. The router is then connected to the internet with a static IP address. The user can use the IP to view the video footage on their remote devices such as smartphones, tablets and laptops. This allow users to view the video footage at anywhere wirelessly if they are not physically at the DVR Unit.
E. Comparison Between Existing CCTV System and Proposed Raspberry Pi Surveillance System
There are differences and similarities between the existing CCTV systems and the proposed Raspberry Pi surveillance system. The comparison between these two are as shown in Table 3 . 
III. METHODOLOGY
This project uses the object-oriented analysis and design (OOAD) model as the methodology. OOAD is a software engineering method that represent the system as a collection of interacting objects [21] . The OOAD is carried out by analyzing the requirements of the proposed system, then design the proposed system that can satisfy all the requirements, implement the design, and finally test the proposed system.
As for the requirements analysis, the requirements of the proposed system are determined by sorting and listing out all the objects needed to be included. The objects together with the respective processes and data input-output are as shown in Table 4 . 
IV. SYSTEM DESIGN
The system design of the proposed smart indoor home surveillance monitoring system using Raspberry Pi is discussed in this section. The system design, database design, and the interface design are included in this section.
A. System Design
For the system design, the design can be represented using Based on Figure 3 , the intruder triggers the PIR motion sensor and then followed up by the USB Camera to capture an image of the intruder. Meanwhile, the user can receive the SMS notifications and email notifications when intruder is detected by the system. Besides that, the user can view the live video feed on their mobile devices and access to the Dropbox cloud storage that contains all the captured images. Based on Figure 4 , the sequence of the system starts up when user read the SMS notification sent from the Raspberry Pi. Next, the user may view and read the email notification from the user's email account. Then, the user can view the live video feed provided by the Raspberry Pi surveillance system. The captured images stored in the user's Dropbox account can be viewed by the user by accessing his or her Dropbox folder. Based on Figure 5 , the activities done by the developed system started off with the detection of intruders in the secured area. The detection phase is repeated if no intruders are detected. If there is intruder detected by the system, the system captures an image of the intruder. Then, the system uploads the captured image to the user's Dropbox account. This is followed by the system sending a SMS notification and an email notification to the user. This finishes the activity done by the system. The whole activity phase is repeated after reaching the end to provide continuous intruders detection by the system. The flow of the surveillance starts with the program being started by the user. This enables the Raspberry Pi surveillance system to be in the active state. During the active state, the live video feed function is enabled. The motion detection of the PIR motion detector is activated as well to spot any motions in the area. If there are motion detected, this triggers the webcam to capture the image immediately and save it. The system then uploads the captured image to the user's Dropbox cloud storage account. It followed by sending a SMS notification to the user's mobile phone about the intrusion. An email is send as well with the captured intruder's image as an attachment. If there are no motion detected, the system return to detecting motion state, making the Raspberry Pi surveillance system continuously detecting motion to avoid any overlook of the intrusions.
B. Interface Design
There are two interfaces exposed to the user. The interfaces are the SMS Interface and the Email Interface. The SMS interface for the developed smart indoor home surveillance monitoring system using Raspberry Pi is shown in Figure 8 . Based on Figure 8 , the interface for the SMS notification received by the user is as shown in the figure. The SMS content alerts the user that motion was detected at the secured area, the area where the developed smart indoor home surveillance monitoring system using Raspberry Pi is placed. This notify the user to check the user's email for the captured image of the motion. This is to verify the presence of intruders in the secured area by using the captured image attached in the email. The email interface for the developed smart indoor home surveillance monitoring system using Raspberry Pi is shown in Figure 9 . Figure 9 , the interface of the email includes the email subject 'Raspberry Pi Surveillance System: Motion detected' and the content of the email that aims to alert the user that motion was detected at the secured area. In the email, the captured image triggered by the motion is included in the email as an attachment, where the user can view the image to verify if there is really a legitimate intruder have intruded the secured area.
V. IMPLEMENTATION AND TESTING
There are six modules that are implemented in this project. The modules are motion detection, SMS notification, Email notification, image capturing, live video feed, and the Dropbox storage module. The modules are discussed as follows.
A. Implementation of Motion Detection Module
The code for the implementation of motion detection module is shown in Figure 10 . 
B. Implementation of Motion Detection Module
The code for the implementation of image capturing module is shown in Figure 11 . Based on Figure 11 , the codes are used to implement the image capturing module. This allow the USB camera to capture an image after the motion detector is triggered by an intruder.
C. Implementation of Email Notification Module
The code for the implementation of email notification module is shown in Figure 12 . Based on Figure 12 , the codes are used to implement the email notification module. The codes allow the system to send an email notification with the captured picture as attachment to the user's email when there is motion detected.
D. Implementation of SMS Notification Module
The code for the implementation of SMS notification module is shown in Figure 13 . Based on Figure 13 , the codes are used to implement the SMS notification module. The system sends a SMS notification to the user when motion is detected by the system.
E. Implementation of Dropbox Storage Module
The code for the implementation of Dropbox storage module is shown in Figure 14 . Based on Figure 14 , the codes are used to implement the Dropbox storage module. This allow the system to upload the captured image to the user's Dropbox folder, creating an image library for all the captured images by the system.
F. Implementation of Live Video Feed Module
The live video feed module is implemented by installing the Motion library to the Raspberry Pi. This can be done by using the command sudo apt-get install motion at the Raspbian's terminal.
After installing the Motion library, a configuration is made to ensure the Motion is always running when the Raspberry Pi boots up. This is done by editing the /etc/default/motion file. This is to access and edit the file to make further configurations. After gaining access to the file, the line start_motion_daemon=no is changed to start_motion_daemon=yes. Figure 15 shows the content of the /etc/default/motion file after being configured. There are a few configurations made in this file to make it suitable for this project. The changes are shown in Table 5 below. After making the changes, the command sudo service motion restart is entered to the terminal to restart the Motion service. The status of the Motion service can be verified by using the command sudo service motion status. Figure 15 shows the output of the command for checking the status of Motion service. In Figure 16 , the output status shows that the Motion service is active and running as it should be.
G. Testing
For testing this system, two testing methods are used. The testing methods are functionality testing and user acceptance testing.
1) Functionality Testing
The functionality testing for this system uses six test cases to verify the system's functionalities. The summary of the functionality testing is as shown in Table 6 . Based on Table 6 , six test scenarios are tested to justify the functionalities of the system. The actual results from the tests are compared with the respective expected results. If the actual results are equal or better than the expected results, then the test is considered as passed. From Table 6 , all six tests have passed, meaning that the system's functionalities are performing as expected.
2) User Acceptance Testing The user acceptance testing for this project involves five volunteer testers or respondents that test all the project's critical functions. The result from the five respondents obtained are summarized in Table 7 . Based on Table 7 , there are eight acceptance requirements that are evaluated by the five respondents. The acceptance requirements are determined by the respondents when they use the system. The respondents can choose to accept or reject for each acceptance requirements based on their experience and observations when using the system. From Table 7 , all the five respondents accepted every acceptance requirement. Therefore, the system is accepted by users with the acceptance requirements are fulfilled by the system.
VI. RESULTS
The results of the project are categorized according to the implemented module. The modules are SMS notification, Email notification and image capturing, live video feed, and image library in Dropbox.
A. SMS Notification
The SMS notification is sent to the user's mobile phone. The SMS notification is as shown in Figure 15 . Based on Figure 17 , the SMS notification alerts the user that motion was detected and request the user to check on the email for more information of the intrusion.
B. Email Notification and Image Capturing
The email notification is sent to the user's email. The email can be viewed from any electronic devices that supports the function of displaying email, such as a computer, tablet, smart phone or a smart TV. The image captured by the system's USB camera is attached to the email as well. Figure 17 shows the email that is viewed from a smart phone Gmail Application, while Figure 18 shows the email displayed from a computer's internet browser.
. Fig. 18 Email notification viewed from a smart phone Gmail Application Fig. 19 Email notification viewed from a computer's internet browser Based on Figure 18 and Figure 19 , the email notification informs the user that motion was detected in the secured area monitored by the system. The captured image is attached to the email to allow users to view and verify the intrusion.
C. Live Video Feed
The live video feed can be viewed from any internet browser. Figure 20 shows the live video feed is viewed from a smart phone's internet browser, while Figure 20 shows the live video feed is displayed from a computer's internet browser. Figure 19 and Figure 20 , the live video feed allows the user to view the secured area monitored by the system at real time.
D. Image Library in Dropbox
The captured images by the system are stored in the user's Dropbox account. The images can be viewed anytime by the user. The image library can be accessed from any internet browser or the smart phone's Dropbox application. Figure 21 shows the image library accessed from the smart phone's Dropbox application, while Figure 22 shows the image library accessed from a computer's internet browser. Figure 22 and Figure 23 , the image library provides the user the ability to access all the images captured by the system. Every pictures are named with the date and time of capture. This timestamp helps the user to sort the image files to ensure the images are organized properly.
E. Sample Intrusion Detection
An intruder detected by the system will send the user a SMS notification and an email notification. The captured image by the system is saved in the Dropbox cloud storage. The image is attached together with the email as well. Figure  24 shows the scene when the area is without intruders, while Figure 25 shows the image captured by the system when there is an intruder present in the area. Based on Figure 24 , the figure shows an area of a door being monitor for intrusion, where intruder is not present. In Figure 25 , the intruder (marked in red box) passed through the door and triggered the motion detector to capture an image.
VII. CONCLUSION
Throughout the whole process of developing the Smart Indoor Home Surveillance Monitoring System Using Raspberry Pi, the requirements and modules are determined and designed completely. This allow the development of the system to run smoothly and minimum errors or mistakes. This system has achieved the objectives while fulfilling the project's scope.
